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Traceback analysis of abnormal access to electronic resources
from the perspective of encrypted traffic
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Abstract: To trace the misuse of university library electronic resources, such as excessive downloading and frequent ac-
cess, the Sun Yat-sen University traffic big data analysis platform was leveraged to analyze abnormal access behaviors
from the perspective of encrypted traffic. Relevant network traffic indicators were discussed and a methodology for trac-
ing abnormal access incidents was proposed. The findings demonstrate that the characteristics of encrypted traffic can ef-
fectively identify abnormal access behaviors, and the Sun Yat-sen University traffic big data analysis platform provides

technical support to ensure the proper use of electronic resources.
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